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GUIDELINES FOR DEVELOPING  

A MUTUAL RECOGNITION ARRANGEMENT/AGREEMENT  

 

 

 

What is Mutual Recognition? 

Under the WCO's SAFE Framework Customs administrations are encouraged to develop 
partnerships with business and between each other to secure and facilitate trade.  Further, it 
calls upon Customs administrations to work with each other to develop mechanisms for 
mutual recognition of Authorized Economic Operator (AEO) validations and authorizations, 
mutual recognition of Customs security control standards and control results and other 
mechanisms that may be needed to eliminate or reduce redundant or duplicated efforts. 

Mutual Recognition (MR) is a broad concept embodied within the WCO SAFE Framework 
whereby an action or decision taken or an authorization that has been properly granted by 
one Customs administration, is recognized and accepted by another Customs administration.  
The document that formalizes this action or decision has generally been termed a “Mutual 
Recognition Agreement” or a “Mutual Recognition Arrangement” (MRA)1. 

The objective of Mutual Recognition of AEOs is that one Customs administration recognizes 
the validation findings and AEO authorizations by the other Customs administration issued 
under the other programme and agrees to provide substantial, comparable and - where 
possible - reciprocal benefits/facilitation to the mutually recognized AEOs.  This recognition is 
generally premised on the existence (or creation) of both relevant legislation (where 
applicable) and operational compatibility of both or more programmes. 

 

 

What is a Mutual Recognition Arrangement/Agreement? 

An MRA refers to the signing of a formal document between two or more Customs 
administrations outlining the circumstances and conditions in which AEO programmes are 
recognized and accepted between the signing parties.  The MRA sets out the process to 
implement, evaluate, monitor and maintain mutual recognition.  In addition, the MRA defines 
the benefits mutually provided to the AEOs by the participating Customs administrations and 
lays down the practical arrangements enabling the participating Customs administrations to 
provide those benefits.  The MRA should, to the extent possible, be published as a matter of 
public record. 

 

 

What are the benefits of Mutual Recognition Arrangement/Agreement of AEO 
Programmes and how are they applied in practice? 

Mutual recognition of AEO Programmes may ultimately lead to the globalization of supply 
chain security and compliance standards and is therefore of great importance for those 
companies seeking true global supply chain security and compliance benefits.  Companies 
participating in mutual recognition of AEO Programmes will have confidence that their 
standing in such programmes will be made available, if they so choose, to other Customs 
administrations with which an MRA has been signed.  Additionally, Customs administrations 

                                                 
1  Although these are the most common terms, others might be used to describe the same concept.  

For the purposes of this document, the acronym “MRA” will be used. 
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will be able to factor this information into their own risk determinations which may lead to 
more focused validations and other compliance benefits. 

Mutual recognition of AEO Programmes should provide benefits at the Customs-to-Customs 
level as well as at the Customs-to-Trade level. 

By enhancing Customs-to-Customs co-operation and recognizing each other's AEOs, mutual 
recognition will allow Customs to target high risk shipments more effectively and expedite low 
risk shipments. 

Through mutual recognition, AEOs should be expected, inter alia, to benefit from: 

 Improved economic efficiency through reduced time and costs associated with 
cross-border Customs controls due to priority treatment. 

 Reduced costs and time delays through priority inspections when cargo is 
selected facilitating just-in-time deliveries. 

 Improved predictability and precision in moving goods from one's own territory to 
the territory of the trading partner whilst improving competitiveness of business. 

 Reduced cargo theft and pilferage by improving the security of the bilateral supply 
chain. 

 Target examinations so as to allow non-selected cargo belonging to the same 
trader to proceed without delay to destination to the extent possible. 

 Reciprocal or comparable compliance benefits whenever equivalent programmes 
are provided. 

 

 

What are the enablers to achieve Mutual Recognition? 

In order for a system of mutual recognition to work, it is advisable that: 

 The partners are committed to building a co-operative partnership. 

 Prospective partners are signatory to the SAFE Framework with intent to 
implement both pillars and have a Customs-to-Business programme along with 
the following elements of the Customs-to-Customs pillar : 

o A system of automated risk management. 

o Ability to receive advance electronic information on cargo for risk analysis 
screening purposes. 

o Ability to examine high risk cargo using modern technology before loading 
for export. 

o Willingness to agree to conduct pre-load examinations upon reasonable 
request from the other partner(s). 

o Legal ability, willingness and capacity to share information on risk. 

 The partners have an agreed set of common standards that include clear and 
objective “action” provisions for both Customs and AEOs. 

 AEO Programmes are transparent and well published. 

 Standards are applied in a uniform manner so that one Customs administration 
may have confidence in the authorization of another. 

 Understanding of a partner country's actual clearance procedures, cargo control 
environment, etc. 
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 Legislation to enable mutual recognition is in place and published. 

 Data security and data protection provisions are compatible. 

 

 

What is the process to achieve Mutual Recognition? 

The mutual recognition process between Customs administrations will typically consist of, but 
is not limited to, the following common activities: 

1. Establishment of high-level commitment to consider an MRA at the appropriate level. 

2. Assessment of alignment of AEO Programmes with the WCO SAFE Framework. 

3. Consideration and identification of comparable benefits and the conditions under which 
AEOs certified by one administration will be given access to them in the Customs 
territory of the other party. 

4. Completion of a gap analysis based on an in depth side-by-side comparison between 
AEO Programmes focusing on legislation, procedures, standards and guidelines to 
determine compatibility or differences. 

5. Undertaking of relevant action to close any unsustainable gaps between AEO 
Programmes. 

6. On-site joint validation audits to assess the practical implementation of AEO 
Programmes. 

7. Visits to Customs’ AEO Headquarters’ offices to observe programme oversight, if 
required. 

8. Exchange of best practices and training materials to enhance AEO Programmes, if 
required. 

9. Resolution of data protection and data security issues. 

10. Establishment of data exchange procedures, including required IT systems. 

11. Establishment of a legal framework for the MRA, if not already in place. 

12. Consideration of a pilot phase to test proof of concept if required. 

13. Development of procedures to oversee the governance, operation and maintenance of 
an MRA. 

14. Designating and providing the point of contact to the partner country. 

15. Implementation of review cycles to assess the impact of MRA against agreed 
objectives.  Customs administrations should consult AEOs impacted by the MRA, prior 
to the review process, to ensure that their input is reflected. 

 

 

Implementing an MRA - Challenges Identified 

The establishment of an MRA for AEO Programmes is a relatively new concept, considering 
that the first version of the WCO SAFE Framework was published in June 2005.  Therefore, it 
is not surprising that WCO Members have encountered challenges in negotiating and 
implementing MRAs.  Having an understanding of the challenges ahead can assist MR 
partners not to underestimate challenges that may arise.  Indeed, understanding these 
challenges can assist partners to plan for and overcome them by using tools developed by 
other Customs administrations or new tools developed to meet specific partner needs. 
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WCO Members which have implemented MRAs have identified the following issues worthy of 
due consideration when new MRAs are established: 

 

1. Lack of a WCO standard process for negotiating MRAs - no standardized templates for 
scope, format, or provisions/clauses that should be included. 

2. The focus (e.g. security and/or compliance issues), level of development and 
implementation of AEO programmes around the world are often different, including the 
ways in which these programmes are managed and organized. 

3. Priorities and level of support of each Customs administration to engage in MRA 
negotiations vary.  Both sides must be fully committed to the level of time and 
resources necessary to see the endeavour through. 

4. Each programme has its own terminology. 

5. Limitations on information sharing due to partner countries’ different laws and 
regulations.  Consent to share information is not always provided by companies in each 
programme. 

6. Differing benefits extended through the AEO Programmes in each country can make it 
difficult to establish reciprocity. 

7. There is no global trader identification number (e.g. TIN) for companies to be identified 
by the MRA partner to ensure that benefits are delivered to the AEOs. 

8. Many countries use incompatible technologies (e.g. differences in capabilities in 
Customs IT systems to accept other language characters) which aggravates the 
electronic exchange of data, and the WCO has not recommended standards in this 
area.  For information purposes, Annex 3 provides examples of User Requirements for 
AEO data exchange with partner countries.  It is underlined that the user requirements 
provided are those of a draft version and have not yet been implemented. 

9. The costs and investments required to develop new technologies are extensive. 

10. Storing each other’s AEO details in data bases needs to be reconciled with data 
protection and data security concerns. 

11. Adapting Customs declaration systems to capture and validate the parties in the supply 
chain that could be an AEO. 

12. Adapting risk management engines to take the status of AEO favourably into account in 
risk management. 

13. There are different ways of identifying AEO companies from MR partners. 

14. AEO Programmes of partner countries sometimes target different parties in the supply 
chain (e.g. some do not cover the importer; others do not cover the exporter). 

15. The absence of any technique or mechanism to deal with the supply chain as a whole. 
Even with MRAs in place, logistical entities involved in the supply chain are excluded 
and only importers and exporters are concerned. 

16. Differentiated benefits established in different programmes. 
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Use of Roadmaps and Work Programmes 

There have been slightly different approaches by WCO Members to implement MRAs.  
However, all have recognized the importance of a structured and logical approach.  In order 
to facilitate the work required, many WCO Members have created work programmes or 
roadmaps that not only set out the specific objectives that must be met while working towards 
the goal of MRAs but can also serve as a progress report for MR partners, thus highlighting 
the potential outstanding tasks remaining during negotiations and on-site visits. 

In Annex 1, WCO Members will find examples of roadmaps and work programmes used by 
other Members to work towards and implement MRAs.  Although they may differ in format, 
they essentially contain the key activities listed above. 

 

Sample Components of a Mutual Recognition Arrangement/Agreement 

There are a number of WCO Member administrations which are developing AEO 
programmes that have expressed interest in mutual recognition and would like to know more 
about the type of text that should be included in an MRA.  Based on the experiences and 
texts of Member administrations which have already signed MRAs, the following elements 
and information have been identified as potentially useful and should be recommended for 
inclusion in MR texts. 

 

Element 1: Responsible Entities 

 This section should expressly identify the name of the two Customs 
administrations which are engaging in the Arrangement/Agreement, rather than 
generally refer to the “governments”. 

 If the AEO certification process or parts/sections thereof is delegated to a 
designated party by an authorizing Customs administration, there shall be an 
agreed upon mechanism and standard for preserving that designated party. 

 

Element 2: Compatibility 

 

 This section should include text that ensures that any standards put forward 
remain compatible with respect to the application process for AEO certification, 
assessment of AEO applications, approval and monitoring of AEO status, etc. 

 It might also be valuable to include a specific reference to the compatibility and 
consistency of the AEO Programmes with the WCO SAFE Framework. 

 Post-authorization mechanism to maintain the authorized security situation. 

 

Element 3: Mutual Recognition 

 

 This should be the strongest and focal point of the Agreement/Arrangement, 
which includes the core concepts of MR. 

 There should be provisions noting that the participants will accept the validation 
and approval status of their counterpart’s AEO Programmes, while reserving the 
right to conduct risk assessment, up to and including targeted inspections, once 
the consignment is under their own control. 
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 There should be an explicit reference to the fact that, because the programmes 
have been identified as compatible, companies within the counterpart’s 
programme are to be considered as being of low risk. 

 There should be a reference to the agreed benefits that can be delivered to the 
AEOs covered by the MRA. 

 There should be a reference to the procedures to be followed if one MRA partner 
finds irregularities involving the AEOs of the other partner country's AEO 
Programme. 

 Text might also be included indicating the authority of one administration to 
unilaterally revoke and/or suspend the benefits of particular AEOs or all AEOs of 
the MRA partner pursuant to agreed procedures and with prompt communication 
to their counterpart. 

 There could be a reference to business/trade resumption resulting from the 
disruption of trade flows.  AEO status is one of the beneficial aspects that could 
allow a company consideration for prioritization in trade resumption following 
such an event. 

 

Element 4: Information Exchange and Participant Communication 

 

 Text should be included noting that administrations share relevant information 
with their counterpart on changes or evolution within their AEO Programme, or 
any significant related training activities. 

 Text should be included that stipulates how suspensions and revocations of 
AEOs by one partner administration performed in its own programme are 
communicated to the other partner to suspend the granting of mutual recognition 
benefits.  This should be distinguished from unilateral suspensions described in 
the section above. 

 Administrations should consider including a reference to the exchange of supply 
chain security and risk management information, possibly utilizing national 
targeting centres where applicable, or other relevant information and threat 
analysis bodies within their Customs organizations. 

 If the two administrations have previously signed a relevant information-sharing 
agreement, such as a Customs Mutual Assistance Agreement (CMAA), then a 
reference should be included noting the consistency of the MRA’s information 
exchange functions with the agreement.  If no such CMAA exists, administrations 
might need to specifically identify what types of Customs information should be 
shared and how it will be used in this section. 

 

Element 5: Future Endeavours 

 AEO programmes are often in constant evolution, and therefore it may be 
necessary to focus on some items that, while they cannot be immediately acted 
upon operationally within the current programme, may be future endeavours for 
mutual cooperation. 

 Text might also include a reference to potential future benefits of the MR which 
are presently not available, but might become so given future expansion of the 
programme. 
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Element 6: Modification and Consultation 

 

 Reference should be made that the MRA may be modified with the consent of 
both participants. 

 

Element 7: Status of Arrangement/Agreement 

 

 This section might include references to the fact that the MRA does or does not 
create legally binding commitments (based on the particulars of the text), 
obligations under international or national law, rights or privileges for particular 
parties. 

 The text might also note that the MRA does not limit cooperation and assistance 
related to other international provisions, agreements, treaties, and domestic law 
and practices. 

 

Element 8: Commencement and Discontinuation/Termination 

 

 Should include language on when specifically the MRA is to take effect (generally 
upon signature, although partners might choose other timeframes) and what the 
process is for the suspension, discontinuation or termination of the MRA 
(generally either administration has the power to discontinue the arrangement 
immediately, but should strive to provide its counterpart with a certain advance 
timeframe). 

Examples of MRAs are contained in Annex 2 which can serve as templates for 
MR partners wishing to develop MRA text to meet their particular circumstances. 
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IINNTTRROODDUUCCTTIIOONN::  
 
 
The United States (U.S.) and the European Union (EU) are the two largest trading blocks in the 
world.  As such, Customs and Border Protection (CBP) has collaborated extensively with the EU 
to facilitate this trade and enhance security cooperation.  In 1997, under the U.S.-EU Customs 
Mutual Assistance Agreement (CMAA), the U.S.-EU Joint Customs Cooperation Committee 
(JCCC) was established.  The JCCC is co-chaired by the Commissioner of CBP and the Director 
General of the Taxation and Customs Union Directorate (TAXUD) of the European 
Commission.  
 
On April 22, 2004, the former Irish Finance Minister, Charlie McCreevy, on behalf of the EU’s 
Council of Ministers, and the former Secretary of the Department of Homeland Security, Tom 
Ridge, signed an agreement to intensify and broaden the 1997 CMAA in Customs matters 
between the U.S. and the European Community (EC).  Following this historic signing, two 
expert working groups were established under the direction of the JCCC: one to focus on joint 
efforts in security standards and the other to focus on customs-trade partnerships.   
 
In November 2004, CBP and TAXUD agreed to a set of action items in the areas of cargo 
security and industry partnership, which were made into a working agenda for the JCCC.  The 
action items were established to further develop minimum standards for risk-management 
techniques and controls and the improvement of public - private partnerships to secure the supply 
chains of transatlantic trade.  Furthermore, to the extent practicable, achieving reciprocal 
standards and systems for securing and facilitating legitimate trade on both sides of the Atlantic.   
 
In 2006, in support of the World Customs Organization’s SAFE Framework of Standards, the 
U.S. and EU agreed to assess the feasibility of establishing “mutual recognition” of respective 
security trade partnership programs – CBP’s Customs-Trade Partnership Against Terrorism (C-
TPAT) and the EU’s security Authorized Economic Operator (AEO).  This work would be 
carried out under the JCCC work plan.  Mutual Recognition allows the companies of one supply 
chain security program to receive benefits identical or comparable to those conferred to 
companies participating in another supply chain security program. 
 
In 2007, the U.S. and the EU adopted a Framework for advancing transatlantic economic 
integration and began efforts to implement Mutual Recognition.  The initial steps consisted of 
completing an in-depth comparison of both the U.S. and EU AEO programs as well as 
conducting a pilot program in which CBP observed security components of the EU’s AEO audit 
process. Based on the conclusions drawn from these U.S.-EU efforts, a Roadmap towards 
Mutual Recognition was drafted and endorsed setting key performance-based stages required to 
reach Mutual Recognition.   
CBP and TAXUD will continue their efforts to achieve the Mutual Recognition of their 
respective programs in 2009 by concentrating on addressing the Roadmap tasks outlined as 
follows. 
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OOPPEERRAATTIIOONNAALL//TTEECCHHNNIICCAALL  

Action Description Lead Status Accomplishments 
Agree upon proper data elements to be exchanged in order 
to enable mutual recognition of C-TPAT or AEO status Joint effort In progress 

  

Determine the appropriate guidelines/parameters for 
exchanging information on C-TPAT/AEO members as 
well as the exchange of status 

Joint effort  In progress 
  

Establish an expert-level working group to develop an 
information technology (IT) platform to conduct 
information exchanges as well as identify various IT needs 
to enable a fully automated data exchange 

Joint effort  In progress 
 

TAXUD IT and Policy experts visited the 
U.S. to hold a joint discussion on respective 
IT systems to provide basic understanding, 
which will allow for development of further 
IT support.  Implementation of the first phase 
of the EU’s AEO IT project has been 
completed. 

Update one another on legal and policy developments, 
respectively, which might affect the work towards Mutual 
Recognition 

Joint effort Ongoing  

CBP and TAXUD regularly update one 
another on developments in their respective 
programs via the Joint Customs Cooperation 
Committee. 

Exchange training modules and participate in one 
another’s training programs, workshops and/or 
conferences as a mechanism to exchange best practices 

Joint effort  Ongoing 
 

EU Member State Customs representatives 
participated in the annual C-TPAT 
Conference held in February 2008 and will be 
invited to participate in the April 2009 C-
TPAT Conference.  The EU shared the AEO 
training module developed for Member States 
and Industry. 

 
Participate jointly in AEO/C-TPAT audits/validation visits 
for the purposes of exchanging best practices and creating 
a better understanding for each others auditing/validation 
methods 
 
 

Joint effort 
 
 
 
 
 

Ongoing 
But subject 
to regular 
review 
 
 
 

During the pilot project, CBP experts 
participated in AEO audits conducted within 
various Member States, which concluded with 
a Customs-Customs discussion and exchange 
of best practices. 
EU officers are occasionally invited to 
participate in C-TPAT validation visits taking 
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 place within the EU by participating 
companies. 

Join together subject matter experts from CBP and the 
EU’s 27 Member States to participate in a “Sharing of 
Best Practices Seminar” 

Joint effort 
Pending 
Target date:  
 

 

Provide business with information on Mutual Recognition 
developments and Roadmap activities, including 
identification of benefits for Mutual Recognition 
participants 

Joint effort Ongoing  

Gather feedback from the business community and 
incorporate within the Roadmap as appropriate Joint effort In progress 

  

Organize a joint conference involving high-level U.S. and 
EU government representatives and trade representatives 
in order to promote the benefits of Mutual Recognition 

Joint effort In progress 
  

 
LLEEGGAALL  

Action Description Lead Status Accomplishments 
Develop an export component within the C-TPAT 
application, certification and validation processes in order 
to address the export related security requirements for C-
TPAT exporters consigning goods to the European Union 

Customs 
and Border 
Protection 

In progress 
 

CBP is working with various U.S. 
Government entities to conduct a review of 
U.S. export processes. 

Continue information exchange in existing forums and/or 
via the established information channels with the 
objectives to avoid delays that may arise as a result of 
various policy developments 

Joint effort Ongoing 

CBP and TAXUD utilize the Steering Group, 
the JCCC as well as frequent electronic and 
telephonic correspondence to exchange 
information on policy developments. 

The U.S. and EU will explore options and come to 
agreement upon the legal framework necessary to 
implement Mutual Recognition.  Once concurrence is 
reached on the legal framework, the U.S. and EU will 
draft a document to support the effort, which will be 
endorsed and signed by both parties 

Joint effort 
under the 
JCCC 

In progress 
 

CBP and the EU have engaged in legal 
consultations regarding the proper framework 
for implementation of Mutual Recognition 

Draft proper document, supporting the implementation of Joint effort Pending  
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Mutual Recognition to be endorsed and signed by the U.S. 
and EU 

under the 
JCCC 

 

Establish a legal basis by which C-TPAT, despite previous 
proprietary arrangements, may share  member information 
with the EU under the auspices of Mutual Recognition 

Customs 
and Border 
Protection 

In progress 
 

C-TPAT members interested in participating 
in Mutual Recognition may “opt-in” to 
disclose information for purposes of Mutual 
Recognition 

 
EEVVAALLUUAATTIIOONN  

Action Description Lead Status Accomplishments 
Possible participation in joint verification exercises prior 
to implementation of Mutual Recognition. Joint effort Pending 

  

Evaluate the benefits received by AEO/C-TPAT members 
under Mutual Recognition post implementation including 
reduced cross border customs controls  

Joint effort Pending 
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Annex 2 

 

Examples of MRAs  

concluded by WCO Members 

 
 

 

 

1. Extract from the Agreement between the European Community and the Swiss 
Confederation on the data simplification of inspections and formalities in 
respect of the carriage of goods and on customs security measures  
(Official Journal of the Euroepan Union L 199/24, 31.07.2009) 

 

2. Extract from the Decision of the EEA Joint Committee No 76/2009 of 30 June 
2009 amending Protocol 10 on simplification of inspections and formalities in 
respect of carriage of goods and Protocol 37 containing the list provided for in 
Article 101 (Official Journal of the European Union L 232/40, 3.09.2009) 
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Extract from the Agreement between the European Community and the Swiss 
Confederation on the data simplification of inspections and formalities in respect of 
the carriage of goods and on customs security measures  

(Official Journal of the European Union L 199/24, 31.07.2009) 

 

Article 11  

Authorised economic operator  

1. A Contracting Party shall grant, subject to the criteria laid down in Annex II to this 
Agreement, the status of ‘authorised economic operator’ for security purposes to any 
economic operator established in its customs territory.  

The requirement concerning establishment in the customs territory of the Contracting Party 
where the application for this status is made may be waived under certain conditions and for 
specific categories of authorised economic operators, taking into account agreements with 
third countries in particular. Furthermore, each Contracting Party shall decide whether, and 
under what conditions, an airline or a shipping company not established in its territory but 
having a regional office there may be accorded this status.  

Authorised economic operators shall enjoy facilitations in respect of security-related customs 
controls.  

 

Subject to the rules and conditions set out in paragraph 2, the status of 
authorised economic operator granted by a Contracting Party shall be 
recognised by the other Contracting Party, without prejudice to customs 
inspections, particularly with a view to implementing agreements with third 
countries providing for arrangements for the mutual recognition of the status of 
authorised economic operator. 

 

2. Annex II lays down:  

— the rules for granting the status of authorised economic operator, and in particular the 
criteria for granting this status and the conditions for applying them,  

— the type of facilitations that may be accorded,  

— the rules on the suspension and revocation of the status of authorised economic operator,  

— the arrangements for exchanges of information between the Contracting Parties on their 
authorised economic operators,  

— any other measure necessary for the application of this Article. 
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Extract from the Decision of the EEA Joint Committee No 76/2009 of 30 June 2009 
amending Protocol 10 on simplification of inspections and formalities in respect of 
carriage of goods and Protocol 37 containing the list provided for in Article 10 

(Official Journal of the European Union L 232/40, 3.09.2009) 

 

Article 9d 

Authorised economic operator  

 

1. Each Contracting Party shall grant, subject to the criteria provided for in Annex II to this 
Protocol, the status of “authorised economic operator” to any economic operator established 
in its customs territory. 

However, subject to specific conditions, in particular taking into account international 
agreements with third countries, the requirement of being established in the customs territory 
of a Contracting Party may be waived for specific categories of authorised economic 
operators. Moreover, each Contracting Party shall determine whether and under what 
conditions an airline or shipping company which is not established on its territory but has a 
regional office there may be granted this status. 

An authorised economic operator shall benefit from facilitations with regard to security-
related customs controls. 

 

The status of authorised economic operator granted in one Contracting Party shall, 
subject to the rules and conditionslaid down in paragraph 2, be recognised by 
another Contracting Party, without prejudice to customs controls, particularly with a 
view to taking into account the implementation of agreements with third countries 
providing for a mutualrecognition of the status of an authorised economic operator.2.  

 

2. Annex II of this Protocol lays down:  

— the rules for granting the status of authorised economic operator, in particular the criteria 
and conditions for granting this status, 

— the type of facilitations that may be granted, 

— the conditions under which the status is suspended or revoked,  

— the procedures to exchange information between the Contracting Parties concerning their 
authorised economic operators, 

— any other provision necessary to ensure the application of this Article. 
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Examples of User Requirements  

for AEO data exchange with partner countries 
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AEO DATA EXCHANGE WITH PARTNER COUNTRIES   

 

 

User requirements ver. 1.3  
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1. Introduction 

A. Purpose of this document 

This document primarily specifies the user requirements for the envisaged unique AEO data 
exchange procedure between the EU central system and its partner countries. It shall provide 
for a detailed and stable baseline for any decision making and after that for the elaboration of 
the functional and technical specifications. 

Since it is assumed that the AEOs being granted security and safety certificates should be 
identified in the customs transaction systems which are processing data lodged for the purpose 
of security and safety risk analysis, the document also identifies the impact on these systems 
and on the risk analysis systems and defines the respective basic user requirements arising 
from this initiative.  

However, the application of AEO benefits, the impact of the AEO status on the risk assessment, 
on the risk scores and on the level of inspections are not subject to scrutiny in this document. 

B. Structure of this document 

This document consists of the following main parts: 

 Introduction: providing relevant background information, definitions and acronyms and 
explaining the purpose, scope and the specific objectives of this project; 

 List of user requirements; 

 Specifications for the data to be exchanged; 

 High level business process model (BPM). 

 

C. Introduction 

I. Intended readership 

The document is addressed to: 

 Any person involved in the establishment of an international agreement on mutual recognition 
of AEO; 

 Any person responsible for AEO systems; 

 Any person responsible for accepting and issuing AEO certificates and dealing with AEO 
procedure/regulations; 

 Any person responsible for the elaboration of the functional and technical specifications for 
the envisaged AEO data exchange system and for its integration in existing systems and 
infrastructures; 

 Any person responsible for the definition of tests and for testing the envisaged AEO data 
exchange system. 
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II. Acronyms and abbreviations 

The following acronyms are used in this document: 

 

Acronyms Description 

AEO Authorised Economic Operator 

BPM Business Process Modelling 

EU European Union 

EOS Economic Operator Systems  

ISO International Standard Organisation 

IT Information Technology 

TIN Trader Identification Number 

 

III. Definition of partner countries 

In the context of this document the term 'partner country' is used to refer to the EU and the third 
countries agreeing to mutual recognition of AEO secure trade programs with the EU and on the 
use of the data exchange system to be created by this project.  

 

Currently the AEO exchange system focuses on the mutual recognition agreements envisaged 
with the following countries: 

 

Partner countries Expected date for the legal framework on 
mutual recognition of AEO with the EU 

NORWAY 1 July 2009* 

SWITZERLAND 1 July 2009* 

USA                                              2010 

JAPAN 2010 

CHINA 2010 

CANADA Date? 

 

* Transitional rules (up to 01.01.2011) are in place for the safety and security provisions. 

 

However, since mutual recognition is envisaged also with other partner countries, the same 
solution should also serve for the exchange of data with these countries. 
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IV. Definition of AEO  

In the context of this document the term 'AEO' is used to refer to Authorised Economic 
Operators as defined in the World Customs Organisations' SAFE Framework of Standards and 
stands for  the following individual terms used by the partner countries:   

 

Partner 
country 

Term used by the partner countries 
for 'AEO' 

EU AEO 

USA C-TPAT 

JAPAN AEO 

CHINA AEO 

NORWAY AEO 

SWITZERLAND AEO 

CANADA PIP 

 

V. Legal framework 

- This document deals with the user requirements resulting from the legal framework   
(mainly, article 5a paragraph 2, last indent Reg. 2913/1992 and article 14g, paragraph a, 
Reg.2454/1993) but not with the legal framework itself.  

 

VI. Purpose and scope of the project 

The purpose of the project is to support the legal framework by: 

- Enabling economic operators submitting data for goods entering or leaving the customs 
territory to declare its secure supply chain partners, certified by other partner countries, 
and due to this be eligible for benefits mutually agreed.  

- Enabling the customs authorities to identify security/safety AEOs certified by partner 
countries and declared in their customs transactions in order to grant the AEO benefits 
mutually agreed.  

 

The scope of this project is to create a system for the exchange of agreed AEO data between 
the EU central system and its partner countries. 

 

VII. Specific requirements/objectives 

In order to achieve the expected results, following specific requirements/objectives shall be met: 

- For the economic operator sending data to customs authorities for goods entering or leaving 
the customs territory: 

 To have at its disposal up to date data of certified AEOs in the relevant partner countries;  

 To be able to declare the AEO status (e.g. granted by a partner country) of its secure 
supply chain partners involved in a specific customs transaction. 
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- For the customs authorities: 

 To have on its disposal up to date data of AEOs certified by any of the partner countries;  

 To be able to identify and recognise these AEOs when declared in declarations for 
goods entering or leaving the customs territory; 

 To be able to take account of the AEO status granted by any of the partner countries 
when performing the security and safety risk analysis;  

 To grant the level of agreed benefits to economic operators  corresponding to the AEO 
status of themselves and of their supply chain partners; 

 

- For the AEOs involved in a specific customs transaction: 

 To be eligible for the appropriate level of AEO benefits if its own AEO status is declared 
and recognised in an ENS or in an EXS or in Customs declaration replacing entry/exit 
summary declaration  for goods entering or leaving the customs territory.  



WCO SAFE Package / MRA Guidelines – Annexes     
 

 

Annex 3 - examples of User Requirements for AEO data exchange with partner countries 
 

8 

D. User requirements for the data exchange system 

 

I. Contact points 

Identifier User requirement Remarks 

UR ORGA 
1 

All partner countries shall establish following contact 
points and make their details available to all other 
partner countries. 

- contact point for technical issues; 

- contact point for business and organisational  
issues; 

No system functionality 
shall be implemented 
for this purpose; the 
exchange of the 
contact details shall be 
made using alternative 
means of 
communication. 

 

Business and 
organisational issues:

The EU will identify a 
central contact point at 
Commission level and 
a contact point for each 
Member State. 

The EU contact point 
will have the role of 
keeping the contact 
both with TC and MS. 

No direct contact is 
envisaged between TC 
and MS. 

 

II. Security 

Identifier User requirement Remarks 

UR SECU 
1 

The data exchange between partner countries shall 
be secured, the information and the information 
system shall be protected from unauthorised access, 
use, disclosure, disruption, modification or 
destruction 

The technical means to 
secure the data 
exchange shall be 
agreed on technical 
level.  Data will be 
exchanged at EU level. 
No data exchange is 
envisaged at MS level. 

UR SECU 
2 

Access to the exchanged data shall be restricted to 
authorised actors and for authorised purposes. 

The user groups being 
granted access shall be 
defined: 

- within the Customs 

- for other authorities 

 

Economic operators 
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should be able to 
consult only published 
and publicly available 
information and 
arrange to exchange 
the required AEO data 
between themselves.  

UR SECU 
3  

It needs to be decided whether there is a need to 
agree on rules for the traceability of creation, 
modification and deletion of data. 

It needs to be checked 
whether   rules of the 
EU's AEO system could 
be implemented by all 
the partner countries. 

 

III. Business cases to be supported  

Identifier User requirement Remarks 

UR BCAS 
1 

The following generic business cases shall be 
supported and communicated between the partner 
countries: 

- creation of a new AEO record; 

- update of an existing AEO record (e.g. in cases 
where the AEO address details change); 

- deletion of an existing AEO record; 

 

Deletion: For data 
protection reasons, 
partner countries 
receiving AEO records 
from other partner 
countries shall delete 
these records on 
request of the sending 
partner country. 

UR BCAS 
2 

The following status changes shall be communicated 
to the partner countries: 

- suspension of an AEO status; 

- revocation of an AEO status; 

- annulment of a suspension; 

- annulment of a revocation; 

The most suitable 
mechanism to 
communicate status 
changes shall be 
specified at technical 
level. 

UR BCAS 
3 

The exchange shall be for economic operators 
holding AEO security and safety certificates only. 

 

EU: The exchange is 
for AEO security and 
safety certificates (Art. 
14a 1b CCIP) and 
combined customs 
simplification/security 
and safety certificates 
(Art. 14a 1c CCIP). 

 

US: C-TPAT members 
at level 2 & 3 should be 
accepted. It is not 
necessary to 
distinguish between 
level 2 and level 3 C-
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TPAD AEOs, the 
benefits to be granted 
by the partner countries 
are the same. 

 

China/Japan all 
certified AEOs.  

 

CH:  All certified 
AEOs? 

 

NO: All certified AEOs? 

 

CA: All certified PIPs 

UR BCAS 
4 

A partner country shall have the possibility to 
unilaterally suspend/revoke the benefits for all of 
the AEOs of another partner country without 
delay.  

 

 

This requires a functionality to identify in the system 
the partner country for which the benefits are 
suspended or revoked.  

 

Partner countries are 
entitled to suspend 
benefits of other 
partner countries' AEOs 
on their territory but are 
not entitled to revoke or 
suspend their AEO 
status as such. In this 
context whenever 
talking about benefits, 
the reference is to the 
benefits listed in the 
relevant mutual 
recognition agreement.  

 

Unilateral suspensions 
and revocations shall 
be communicated 
without delay and by 
alternative means to 
the partner country 
which has granted the 
AEO status (no system 
functionality to be 
created for this 
purpose). 

UR BCAS 
5 

A partner country shall have the possibility to 
unilaterally suspend/revoke the benefits for specific 
AEOs of another partner country without delay.  

 

This requires a functionality to identify in the system 
the AEO of the partner countries for which benefits 
are unilaterally suspended or revoked. 

Same as UR BCAS 4 
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IV. Data to be exchanged 

Identifier User requirement Remarks 

UR DATA 
1 

The business data elements to be exchanged are 
specified in  G of this document.  

Other data elements 
may be added if 
necessary for technical 
reasons.  

UR DATA 
2 

The AEO shall have freely given specific and 
informed written 

consent for sending  its data to the partner country  

 

Consent should be for all partner countries (no 
selective consent depending on the partner country). 

 

Functionality is needed 
to identify (in the 
system) records for 
which the AEO has 
given its consent. 

 

For new records it 
could be envisaged to 
implement the consent 
in the application 
advising the operator 
that the lack of consent 
prevent him to benefit 
from mutual 
recognition. (It could be 
a consequence of the 
AEO certification, an 
operator could decide 
to not give the consent 
and still apply for the 
status. The 
consequence will be 
that it could not benefit 
from mutual 
recognition). 

UR DATA 
3 

Whether an AEO has one or more security and 
safety certificates is irrelevant. The Trader 
Identification Number shall be communicated only 
once.  

  

The assumptions are: 

- That the AEO can 
be identified based 
on its Trader 
Identification 
Number (see  G.IV).  

- That an AEO can 
have only 1 valid 
and relevant 
security/certificate 
per partner country 
at a given moment 
in time. 
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V. Trader Identification Number (TIN) 

Identifier User requirement Remarks 

UR IDEN 
1 

Each of the AEO shall have a TIN that is unique for 
each partner countries. 

The ISO alpha 2 
country codes should 
be used as a pre-fix to 
the TIN. 

UR IDEN 
2 

The TIN shall be processable by the IT systems of 
any of the partner countries and shall be in Latin 
characters. 

It is proposed to use 
ASCII characters only 
and not to use 
language depending 
and special characters. 

 

UR IDEN 
3 

The partner countries (systems) shall be able to 
recognise and cope with TINs assigned by other 
partner countries.  

 

UR IDEN 
4 

The partner country (systems) in which the AEO 
records are held should offer a functionality which 
enables its users to query for all the existing TIN 
(records) for the same trader. 

For the partner 
countries to decide. 
This is not a user 
requirement that sets 
obligations for the 
envisaged data 
exchange system. 

Multiple numbers for the same AEO 

 

 

UR IDEN 
5 

The partner countries (systems) shall be able to 
cope with situations where an AEO has been 
certified by one or more partner countries, but not by 
themselves. 

 

It is possible that a partner country receives records 
for AEOs that are not certified in its own AEO 
program but in those of other partner countries.  

 

It is possible that a partner country receives records 
for the same AEO from more than one partner 
country, each of them referring to a different TIN (if 
the economic operator was granted an AEO status in 
several partner countries). 

 

UR IDEN 
6 

The partner countries (systems) shall be able to 
cope with situations where an AEO has been 
certified by one or more partner countries and also 
by themselves.  

 

It is possible that a partner country receives records 
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for AEOs that were assigned a TIN there but have 
also been registered already under another TIN in its 
own AEO program.  

 

VI. Languages and character sets  

Identifier User requirement Remarks 

UR LANG 
1 

The partner countries shall be allowed to register the 
AEO data in their own language. 

For the partner 
countries to decide. No 
impact on the 
exchange system to be 
created. 

UR LANG 
2 

The data exchanged between partner countries shall 
be processable by the receiving IT system (also by 
the IT system of the traders processing the AEO 
data). Only commonly agreed character sets shall be 
used. 

Character sets shall 
therefore be agreed.  

 

TIN: see UR IDEN 2  

 

For the other data 
elements to be 
exchanged it is 
proposed to use UTF-8.

 

VII. Consistency of data 

Identifier User requirement Remarks 

UR CONS 
1 

The business data elements sent shall comply with 
the business message specifications outlined in this 
document (content and structure of the message).  

It needs to be decided 
whether error 
messages need to be 
implemented and how 
to deal with them (to be 
decided on the 
technical level).  

UR CONS 
2 

With the exception of cases according to UR BCAS 
4 and 5 (unilateral suspension/revocation of benefits) 
data received from other partner countries shall not 
be amended or deleted by the receiving partner 
country without agreement of the sending country. 

This requirement shall 
not create a 
requirement for 
implementing a function 
to request the 
authorisation to update 
or delete received AEO 
records. 

UR CONS 
3 

In cases according to UR BCAS 4 and 5 (unilateral 
suspension/revocation of benefits for all or selected 
AEOs of a partner country) the receiving partner 
country shall be allowed to update the status of the 
relevant AEO records in accordance with UR BCAS 
2 (suspended, revoked, suspension annulled or 

Relevant for the EU 
only: 

 

On the level of the EU, 
it shall be for the 
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revocation annulled). 

 

Commission to identify 
unilateral suspensions 
and revocations in 
accordance with UR 
BCAS 4 and 5.   

 

A specific user role 
shall be created for this 
purpose. 

 

Such suspension and 
revocation decided and 
recorded in the EOS by 
the COM shall be valid 
for all EU Member 
States. 

 

VIII. Frequency of data exchange 

Identifier User requirement Remarks 

UR DAEX 
1 

Considering the client availability requirements 
identified under  IX the AEO data shall be exchanged 
at least once every 24 hours. 

 

UR DAEX 
2 

The data exchange shall take place regularly and 
according to an agreed fixed planning.  

 

Data to be exchanged should be made available to 
all partner countries at the same date and time. 

 

UR DAEX 
3 

The data extraction, upload, exchange and 
download shall not disrupt the availability of the AEO 
system, the customs declaration transaction 
systems, the risk analysis systems, nor other 
relevant systems. 

 

 

IX. Availability of exchanged data 

(a) Availability to the customs transaction systems (declaration systems) 

Identifier User requirement Remarks 

UR AVRI 
1 

The exchanged AEO data is expected to be used in 
the context of the (online) validation of declarations 
for goods entering or leaving the customs territory 
(including transit). 

The exchanged data shall therefore be up to date 
and highly available. An availability of 99% (7X24) 
should be envisaged. 

It is to be recognised 
that the partner 
countries are located in 
various time zones. An 
availability concept 
based on opening 
hours or working hours, 
considering weekends 
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and public holidays can 
therefore not be 
envisaged. 

 

(b) Availability to the risk management 

Identifier User requirement Remarks 

UR AVRI 
2 

The exchanged AEO data is expected to be used in 
the context of the (online) security and safety risk 
assessments and the targeting of declarations for 
goods entering or leaving the customs territory.  

The exchanged data shall therefore be up to date 
and highly available. An availability of 99% (7X24) 
should be envisaged. 

It is to be recognised 
that the partner 
countries are located in 
various time zones. An 
availability concept 
based on opening 
hours or working hours, 
considering weekends 
and public holidays can 
therefore not be 
envisaged. 

 

(c) Availability to trade operators 

Identifier User requirement Remarks 

UR AVTO 
1 

Where national rules provide for, the partner country 
granting the AEO status may publish their AEO data 
in the appropriate manner and to the appropriate 
economic operators.  

 

UR AVTO 
2 

Partner countries shall not publish AEO data 
received from other partner countries. 

 

 

X. Infrastructure 

Identifier User requirement Remarks 

UR INFR 
1 

The choice of the technical infrastructure for the 
exchange of AEO data on the level of the partner 
countries is for the partner countries.  

 

UR INFR 
2 

The technical infrastructure shall support the 
business processes, the security and the availability 
requirements identified in this document. 

 

 

XI. Statistical requirements 

Identifier User requirement Remarks 

UR STAT 
1 

No requirements identified.   
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E. User Requirements for customs transaction systems  

 

Identifier User requirement Remarks 

UR CTAS 
1 

The partner countries' systems used for declaring 
goods entering and leaving the customs territory (if 
relevant including transit) shall contain the data fields 
needed to declare the relevant AEO status (TIN) 
assigned by any of the partner countries. 

 

UR CTAS 
2 

Where reduced data sets for AEO are implemented 
and dependent on the AEO status of other parties 
than the sender of the declaration, the necessary 
data fields for declaring the other's AEO status (TIN) 
shall be available in the declarations. 

 

F. User requirements for the risk analysis systems  

 

Identifier User requirement Remarks 

UR RANS 
1 

The partner countries' systems used for analysing 
the security and safety risk for goods entering and 
leaving the customs territory shall recognise the 
declared AEO status (TIN) assigned by any of the 
partner countries and be able to grant the agreed 
AEO benefits.  

 

UR RANS 
2 

Where the risk analysis has to take account of the 
AEO status of other parties than the sender of the 
declaration, the necessary data fields for declaring 
the other's AEO status (TIN) shall be provided to the 
risk analysis. 

 

UR RANS 
3 

Where the mutual recognition provides for lower risk 
scores or less controls for AEOs the risk analysis 
has to take account of the AEO status (TIN) of the 
relevant declared parties. 
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G. Data 

I. Dictionary 

Data element 
name 

Definition Remarks 

Sending country  ISO – 3166 alpha 2 country code for 
the partner country sending the record 

For records sent by the EU 
system the code 'EU' shall be 
used 

Receiving 
country 

ISO – 3166 alpha country code for the 
partner country receiving the record 

For records sent to the EU 
system the code 'EU' shall be 
used 

Sending date and 
time 

Date when the record is sent  Format: ddmmyyyyhhmm 

Trader 
Identification 
Number 

  

Unique identifier for the authorised 
economic operator allocated by the 
competent authority and linked to the 
relevant AEO certificate 

The TIN documented in  IV shall 
be used 

Language code ISO 639 alpha 2 language code 
identifying the language/character set  

 

Full name Full name of the AEO  

Short name Short name of the AEO  Name limited to the max. of 35 
characters that are provided for 
in the WCO data model 

Street and 
number 

Street and number of the AEO  

Postcode Postal code of the AEO  

City City name of the AEO  

Country code ISO – 3166 alpha country code for the 
AEO address 

 

Operation code Code to distinguish between created, 
updated and deleted records 

The domain values documented 
in  III  shall be used. 

AEO certificate 
status 

Code to distinguish between current, 
suspended and revoked certificates 

The domain values documented 
in  III shall be used. 

Start date It is used to define the starting date of 
the validity period of an AEO TIN. 

Together with the End Date item, it 
provides the full picture of the validity 
of a particular value that the described 
item may have during its lifecycle." 

Format: ddmmyyyy  
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End Date It is the end date of the validity period 
of the AEO TIN. Together with the 
Start Date data item, it provides the 
full picture of the validity that the AEO 
TIN may have during its lifecycle 

Format: ddmmyyyy  
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II. Message structure 

(a)       Message header  

Sending country  a2 

Receiving country  a2 

Sending date and time  n12 

 

 

(b) Message content 

AEO    999 999 x R 

 AEO TRADER IDENTIFICATION NUMBER 1 x R 

 AEO ADDRESS 1 x R 

 AEO LIFECYCLE 9999 x O  

  AEO STATUS 1 x R  

 

AEO 

Operation Code R a1  

Language Code R a2  

Full Name R an..300  

Short Name R an..35 

 

AEO TRADER IDENTIFICATION NUMBER 

Country code R a2  

Trader National Identifier R an..15  

 

AEO ADDRESS 

Street and Number R an..35 

Postcode O an..9 

City  R an..35 

Country Code R a2  

 

AEO LIFECYCLE 

Start date R n8  

End date O n8  

AEO STATUS 

AEO Certificate Status R a1  

 

 

The structure of the messages will be refined further from the above semantic definition to a 
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more technical level.  

 

 

 

 

 

III. Business codes 

Code name Format Length Domain values; remarks 

Operation status a 1 C = Create 

U = Update 

D = Delete 

AEO certificate 
status 

a 1 Values: 

C = Current 

S = Suspended 

R = Revoked 

Country Code 

 

a 2 Code to specify countries (ISO alpha 2 country 
code as specified in ISO – 3166).  

Language Code a 2 Language Code (LNG) used to define the 
language used for declaration purposes and 
for free text information (ISO Alpha 2 
Codification – ISO 639). 
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IV. Structure of reference numbers 

Country Trader Identification Number Example 

China Format an..17 ok 

 

The 'Customs registration code' with the country pre-
fix 'CN' shall be used. 

CN5007931102 

 

EU Format an..17 ok 

 

THE EORI number (Economic Operator Registration 
and Identification) shall be used. It consist of 

 Identifier of the country that issued the Trader 
Identification Number                                    a2 

 National unique number          an..15  

PL1234567890ABC
DE  

Norway Format an..17 ok 

 

The Trader Identification number with the country pre-
fix 'NO' shall be used. 

 

Norway adds its country code as prefix to TINs for its 
NCTS traders. Hence, the structure of NO TINs 
corresponds to that of EU EORI. However, TINs for 
NO NCTS traders are based on traders organisation 
number (VAT-numbers) maintained in a national 
central traders register. The same register is also used 
for NO AEOs. 

NO1234566789 

 

Switzerland Format an..17 ok 

 

The Trader Identification number with the country pre-
fix 'CH' shall be used. 

CH1234 

US Format an..17 ok. 

The  C-TPAT number with the country pre-fix 'US' shall 
be used. 

USaplsea00888  

   

V. Data volume  

Identifier User requirement Remarks 

UR VOLU 1 The data exchange systems shall be sized to 
exchange and handle as a minimum the following 

 

                                                 
1  Data volume to be assessed before the technical implementation. 
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number of created records (+ suspensions, 
revocations + margin)1 
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H. Fallback rules  

There are various possible fallback situations for which specific solutions shall be put in place. 
The following table summarises the various cases: 

Number Situation Impact Fallback solution 

1 Partner country can 
not automatically 
send the AEO data 
to its partner 
countries 

The new or updated 
AEO data is not 
available to the 
receiving partner 
countries.  

Consequences in the 
receiving partner 
countries: 

- Unjustified errors 
when automated 
validation of the AEO 
status of declared 
parties in customs 
declaration systems 
takes place. 

- Automated risk 
analysis/targeting can 
not take account of the 
AEO status of declared 
parties and can not 
grant the agreed 
benefits. The AEO in 
the sending country is 
not granted the 
expected benefit. 

- Possibly unjustified 
granting of benefits to 
AEOs for which 
updated information of 
suspended or revoked 
certificates is not 
received in time.  

Declarations/notifications 
containing Trader Identification 
Numbers of partner countries 
shall not be rejected due to 
unavailability of such (to be) 
exchanged AEO data.  

 

The only consequence of such 
unavailability should be that the 
AEO benefits mutually agreed 
should not be applied to those 
declarations/notifications unless 
alternative transitional 
arrangements can be made.  

2 Partner country can 
not receive the AEO 
data 

Same as for 1. Same as 1 

3 System in which the 
exchanged AEO 
data is recorded is 
offline.  

The AEO data is not 
available to users who 
need to access the 
data. 

AEO data can not be 
extracted and not be 
sent to any other 
system or stakeholder. 

The AEO data is not 
accessible and 

Same as 1 
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available to other 
systems using the data 
(e.g. customs 
declaration systems, 
risk analysis). 

4 The customs 
declaration 
transaction systems 
can not access the 
exchanged AEO 
data. 

- Unjustified errors 
when automated 
validation of the AEO 
status of declared 
parties in customs 
declaration systems 
takes place. 

- Where reduced data 
sets for AEO are 
implemented and 
depending on the AEO 
status of declared 
parties:  the pre-
conditions for the 
reduced data sets can 
not be checked.  

Same as 1 

5 The risk 
analysis/targeting 
system in which the 
exchanged AEO 
data is recorded 
cannot access the 
exchanged AEO 
data. 

- Automated risk 
analysis/targeting can 
not take account of the 
AEO status of declared 
parties and can not 
grant the agreed 
benefits. The AEO in 
the sending country is 
not granted the 
expected benefit. 

- Possibly unjustified 
granting of benefits to 
AEOs for which 
updated information of 
suspended or revoked 
certificates is not 
received in time. 

Same as 1 
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2. Business process model 

 

_____________ 




